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Abstract

We give an overview on twisting commutative algebraic groups and applications
to discrete log based cryptography. We explain how discrete log based cryptogra-
phy over extension fields can be reduced to cryptography in primitive subgroups.
Primitive subgroups in turn are part of a general theory of tensor products of com-
mutative algebraic groups and Galois modules (or twists of commutative algebraic
groups), and this underlying mathematical theory can be used to shed light on dis-
crete log based cryptosystems. We give a number of concrete examples, to illustrate
the definitions and results in an explicit way.

1 Introduction

In this paper we give a survey on twisting commutative algebraic groups and
applications to discrete log based cryptography. One of our goals will be to
explain part of the paper [23] at a more down-to-earth, less technical level,
and explain some of its connections to cryptography, in order to make these
ideas accessible to a wider audience of mathematicians and cryptographers.
We hope that this more general setting will lead to a better understanding of
known cryptosystems and their underlying mathematics, and possibly lead to
new ideas. We give an overview; see the cited papers for details. In particular,
see [23] for most of the results stated in this paper.

A number of cryptosystems, including the Lucas-based [24,36,37,41,42], Gong-
Harn [13], XTR [2,20], and Ty and CEILIDH [27] cryptosystems, and the
abelian variety or elliptic curve systems in [26], can be viewed as being based
on the idea that when one does discrete log based cryptography (for either a
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multiplicative group of a field or an elliptic curve group) over field extensions,
one can improve bandwidth efficiency by restricting to a suitable “primitive”
subgroup.

Let I, denote the finite field with ¢ elements. Discrete log based cryptography
is generally performed using the F,-points of the multiplicative group G,,, or
the F,-points of an abelian variety A over F, (usually an elliptic curve or the
Jacobian variety of a hyperelliptic curve). Cryptography over an extension
field Fy» with n > 1 uses the groups

Gm(]Fqn> — ]F;n == ]Fqn — {0}

or A(Fyn), where A is an abelian variety over F .. The group of F»-points
of G,, or A is isomorphic to the group of F,-points of the Weil restriction
of scalars (see Definition 2.2 below) of G,, or A from F,» down to F,. So
the Weil restriction of scalars arises naturally when doing discrete log based
cryptography over extension fields (see [7,25,5,6,12,9]).

Letting V = G,, or A, where A is now an abelian variety over the ground
field F,, then V(F;») has a natural decomposition (via a homomorphism with
“controlled” kernel and cokernel) into a direct product of groups V4(F,), over
all divisors d of n (see Proposition 5.3 below). Thus, when doing finite field
or abelian variety cryptography over [Fy», it suffices to consider the subgroups
Va(F,) for all divisors d of n. Here, Vj is an algebraic torus over F, if V = G,,
and is an abelian variety over IF, if V' is an abelian variety. Over F 4, V; is iso-
morphic to V¥ where ¢ is the Euler ¢-function, so dim(V;) = o(d) dim (V).
When V' = G,,, then the group V4(IF,) is isomorphic to the subgroup of IFqu of
order ®4(q), where ®4(x) € Z[z] is the cyclotomic polynomial whose complex
roots are the primitive d-th roots of unity.

It is useful to view these two settings, multiplicative groups of finite fields and
abelian varieties over finite fields, as part of a general framework, as in [23].
Instead of dealing separately with G,,, and A, and only considering finite fields,
we will consider the more general setting of commutative algebraic groups over
arbitrary fields. This generality allows us to consider the two settings of inter-
est in cryptography, namely G,,(F,n) and A(FF,), simultaneously, and to view
them in the same general framework. One point of this paper is to show how
the general framework in [23] allows one to recover (known) results that were
previously dealt with separately in the two cases. Readers who are uncom-
fortable with the abstract theory are advised to restrict to the multiplicative
group and elliptic curves over finite fields.

Sections 2 and 5 below give an overview of the primitive subgroups and their
properties. Section 3 includes general definitions of the twisted commutative
algebraic group Z ®p V arising from a commutative algebraic group V' and
a suitable Galois module Z, as given in [23]. Special cases of the varieties



Z®0V include powers, restrictions of scalars, twists of elliptic curves or abelian
varieties, and primitive subgroups, including the algebraic tori that arise in
torus-based cryptography and the abelian varieties that arise in [26]. In §4
we discuss the decomposition of the group rings Q[G], for G a finite abelian
group, that gives rise to the decomposition of the restriction of scalars into
primitive subgroups, and work out a concrete example in §5.6. In §6 on open
problems we encourage work on questions of efficiently representing elements of
primitive subgroups, and cryptographic security. Interspersed throughout the
paper are a number of examples. In particular, we use the cases of quadratic
twists of elliptic curves and algebraic tori associated to quadratic extensions to
illustrate a number of definitions and properties. See [26,27,29] for additional
examples.

Primitive subgroups associated with abelian varieties were discussed in a cryp-
tographic context in [8,26], and have also arisen in work on polarizations on
abelian varieties [16], constructing abelian varieties over number fields with
Shafarevich-Tate groups of nonsquare order [38], and bounding below the
Selmer rank of abelian varieties over dihedral extensions of number fields [22].
See [4,10] for the setting of generalized Jacobians.

Related tensor product constructions were given in [15] (see Proposition 12.7
on p. 205), §2 of [31] (when V is an elliptic curve with complex multiplication
by O and 7 is a projective O-module with trivial Galois action), [21] (for
abelian varieties) and §7 of [3] (when V' is a group scheme with O-action and
7 is a projective O-module with trivial Galois action). In the case of abelian
varieties, the restriction of scalars was decomposed into primitive pieces in [6]
(see also [5,25]). We note that the relevant parts of [6] hold without change
for arbitrary commutative algebraic groups.

As usual, Z, Q, and C denote the integers, rational numbers, and complex
numbers. If R is a commutative ring and G is a finite group, let

RG] :=={)_ a49: a, € R}.

geG

I thank Karl Rubin for help with the paper, and one of the referees for helpful
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2 Primitive subgroups

In Definition 2.4 below we will give several equivalent definitions of primitive
subgroups. We begin by defining algebraic groups and the Weil restriction of
scalars.



Definition 2.1 An algebraic group or group variety is an algebraic va-
riety V' together with a “group operation” morphism G X G — G and an
“lnverse” morphism G — G with respect to which G is a group. A homo-
morphism of algebraic groups is a morphism of varieties that is also a group
homomorphism.

Suppose in this section that V' is a commutative algebraic group over a field
k, and L is an abelian extension of k of finite degree n. We will view the group
law on V' multiplicatively. When restricting to examples, this is fine when V'
is the multiplicative group G,,, but unfortunately is perhaps confusing when
V' is an elliptic curve, where one normally uses additive notation.

2.1 Restriction of scalars

Definition 2.2 The restriction of scalars of V' from L down to k, denoted
Resy (V) or Resp (V) (we will use the former notation), is a commutative
algebraic group over k along with a homomorphism

NL/k - Rest (V) =V

defined over L, with the universal property that for every variety X over k,
the map

Homy, (X, Resp (V) = Homy(X,V), frmnmo f (2.1)
s an isomorphism.

For every k-algebra A, it follows (by taking X = Spec(A)) that 1/, induces
an isomorphism 7y, : (Resg (V))(A) = V(A ®y, L). In particular,

(Resg (V))(k) = V(L). (2.2)

Further, if K C M C L then
Resy! (Resh (V) = Resp (V). (2.3)
(See §1.3 of [40] or §3.12 of [39] for background on the restriction of scalars.)

Remark 2.3 More concretely, if V is defined by a system of polynomial equa-
tions
fi<I17"'7xr):0, 1<1<s

with coefficients in k (or more generally, L), fir a basis {vy,...,v,} for L
over k, and write x; = 2?21 Y;;v; with variables y;;. Substitute this into the
equations f;(xy,...,x,) = 0, ezpand, and equate coefficients of the basis vectors
{v1,...,v,}, to obtain a system of polynomials in the variables {y;;} with



coefficients in k. The n - dim(V')-dimensional variety over k defined by these
equations is Resg (V).

Next, we give two examples. We will use these examples throughout the paper,
as a simple way to illustrate the mathematical definitions and results. See
[26,27,29] for other examples.

2.1.1 The multiplicative group and quadratic extensions

Suppose k is a field whose characteristic is not 2, and suppose D € k* is a
non-square. Let L = k(v/D), let G = Gal(L/k), and let o be the generator
of G. It is standard to view the multiplicative group G,, as the variety in A2
defined by the equation zy = 1, which is the same as identifying G,,, with the
non-zero part of the 2-line. Then Resy(G,,) is the variety R in A? defined by
the equation (2% — Dz3)y = 1, which is an algebraic group with multiplication
(21, 22,y) - (w1, we, 2) = (z1w1 + Dxgws, T1ws + Tows, yz) and identity element
(z1,29,y) = (1,0,1). That Resf(G,,) = R can be seen as follows. Define

ok s B — G, (21, T2,y) — (21 + 5102\/57 (21 — $2\/5)y)

(or more simply, (z1,22,y) — 1 + 22/D). If X is a variety over k and
¥ € Homp (X, G,,), define
Gl v
2 7 2VD "y

It is easy to check that T]L/kO'L; =. If f € Homy (X, R), it is easy to check that

—_—

) € Homy (X, R).

/x © f) = f. It tollows that the map f — ny,;of of (2.1) is an isomorphism.
N/ It foll hat th nL) f(2.1)1i i hi

2.1.2  Elliptic curves and quadratic extensions

Suppose E : y?> = f(x) is an elliptic curve over a field k whose characteristic is
not 2, with deg(f) = 3, and suppose D € k* is a non-square. Let L = k(v/D),
let G = Gal(L/k), and let o be the generator of G. Let EP) be the elliptic
curve Dy? = f(x), the quadratic twist of E by D. Define

¢:E = EP) (z,y)— (z,y/VD), (2.4)

an isomorphism defined over L. Note that ¢7 = —¢. We claim that Resy (E)
is (E x BED)/T, where

T ={(P,¢(P)) € E x EP) : 2P = O} = ker(fy) Nker(2)
with fy : E x EP) — E the map that sends (P,Q) to P — ¢~(Q). Here,
nopt (Ex EP)T —E,  (P,Q)w— P+¢'(Q).



To see that the universal property defining Resy(F) holds for (E x E(®))/T
with this 7z, suppose X is a variety over k and ¢ € Homy(X, E), note
that multiplication by 2 induces an isomorphism [2] : E/E[2] = E, let ¢ =
2]t o) € Homp (X, E/E[2]), define

A:E/E[2] - (Ex EP)Y/T, P (P,¢(P)) mod T,

Y :=Xow+ (Aoy) € Homy(X, (E x EP)/T),
and check that 1/, 0 Ao =1 and g/, 0 A7 0 7 = 0, and thus

Nk 0P = 1.
We leave as an exercise to check that
(77L/k of ) =f

for every f € Homy(X, (E x EP)/T). It follows that the map f N o f
of (2.1) is an isomorphism.

More concretely, one can write down a system of equations for Res£ (E) as
follows. If E is y*> = z° + ax + b, then substituting z = z; + z2v/D and
y = y1 + y2V/' D gives a system of 2 equations, in the 4 variables x1, Za, Y1, Yo,
for the variety Resj (E):

Y + Dys = 2% + 3Dz1x5 + azy + b,
2011 = 3l‘%$2 + Darg + axs.

2.2 Definitions and properties of Vg

As before, L/k is a finite abelian extension and V' is a commutative algebraic
group over k. For every intermediate field F' (i.e., k C F' C L) such that F'/k
is cyclic, in Definition 2.4 below we will define a commutative algebraic group
VE over k such that, with d := [F': k|,

Resj (V) is isogenous over k to @ Vp (2.5)
KCFCL
F/k cyclic

via isogenies whose kernels are killed by [L : k],
Vp is isomorphic over F to V@ (2.6)
(so Vi is a twist of V@) and

Ve(k)Z2{a € V(F):Npy(a)=1forall k C M C F}, (2.7)



where

Nem(a)= [  ola) e V(M)
oeGal(F/M)

and 1 is the identity element of V' (k). Taking k-points, it follows from (2.5)
and (2.2) that there are homomorphisms (whose kernel and cokernel are “well-
controlled” since those of the isogeny in (2.5) are) between the group V(L) and
the direct sum ?Vp(k) It follows from (2.6) that dim(Vr) = ¢(d) dim(V).

We next introduce notation needed for Definition 2.4 below. Let
G := Gal(L/k).

If g € G, then 17, € Homy (Rest(V),V), and by (2.1) there is a unique

gr/kyv € Endg(Resg (V) such that MLk © 9L/ky = ni/k. Extend g — gr/kv
linearly to a ring homomorphism

Z[G] — Endg(Resg (V). (2.8)
For a € Z[G], denote its image by
oy € Endg(Resy (V).

On the level of k-points, if & = Y,cqa,9 € Z[G], v € (Resp(V))(k), and
(Resy; (V) (k) is identified with V(L) as in (2.2), then a4y (v) = [Teq 9(v)®.
The map (2.8) is injective if the natural map Z — Endg (V) is injective. For
example, the map (2.8) is injective when V' = G,,, or an abelian variety A, but
is not when V' is p,, (the kernel of raising to the n-th power on G,,) or A[n]
(the kernel of multiplication by n on A).

IfkCMCF, let
Npari= Y h€Z[Gal(F/M)] C Z[Gal(F/k)].

heGal(F/M)

Summing the Gal(F'/M)-conjugates of np s gives a homomorphism

Z ng/M :Resh, (V) =V
heGal(F/M)

defined over M. Taking Resy’ and using (2.3) gives a homomorphism
Rpnwy Res; (V) = Res) (Resh, (V) — Resy! (V) (2.9)

defined over k. On k-points, Rp/a/k,yv is the norm map from V(F) to V(M),
which sends v to [T,eqar/an M(V).



There is a natural inclusion
LL/F/k,V - Resf(\/) — RGS£(V)

as follows. By (2.1) there is a homomorphism ¢ : V' — Resk(V) defined over
F such that n,/p o ¢ = idy (on F-points, ¢ is the inclusion V(F) C V(L) =
(Resi(V))(F)). The equation ny,r ot = idy shows that ¢ is injective. Applying
Res; and (2.3) gives the desired inclusion ¢z/p/v. We will identify Resf (V)
with its image in Resp (V). Note that

(NF/M)F/k,V < Endk(Resf(V)), RF/M/k,V € HOHl]ARGS?(V), RGSIJCW(V)),

(NF/M)F/k:,V = LlF/M/kV © RF/M/k,V-
On k-points, (Np/ar)p/e,v is the map from V(F) to V(F') that sends v to
[hecarnn h(v).

Let

Qi = {fields M : k C M C F},
Fk =AM € Qpp : [F: M] is prime}.

Then every element of Qg is a subfield of some element of {27, e

If d is a positive divisor of a positive integer n, let

(recall that ®4(x) is the d-th cyclotomic polynomial) and let

% —1
Dy(x)

\Ifd<l') = \de,d(x) = < Z[l‘]

We next give several equivalent definitions for the variety
Vi C Resy (V) C Resp (V).

Definition 2.4 Suppose V' is a commutative algebraic group over k, and F'/k
is cyclic of degree d. Fix a generator T of Gal(F/k), and view ®q4(7), ¥4(7) €
Z|Gal(F/k)] and ®4(7)r/v, Ya(T)r/kv € Endy(Resy (V). Then:

(i) Vi =ker(Py(T)rmy) C Rest (V),

(’L’L) VF = m ker((NF/M)F/kvv) = ﬂ ker((NF/M)F/ky) Q ReskF(V),

MEQF/k MeQ/F/k:

(’&ZZ) VF = m ker(RF/M/k,V) = m kel‘(RF/M/hv) Q Resf(V),

MEQF/k MGQ/F/k



(w) if F C L, L/k is abelian of degree n, and o € G := Gal(L/k) is any
element such that o|r generates Gal(F/k), then:

(CL) VF = (NL/F . \de(d))L/k’v(ReS£(V)) g Resﬁ(V),
(b) Ve =Z[Glr @z V as defined in §3 and §4 below.
(In (ii) and (iii) we adopt the convention that Vi, = V.)

See [23] for the equivalence of the definitions; see also Proposition 5.1 below.
Note that Vp is independent of the choice of L in (iv). Taking (iv) with L = F
gives

Vi = (Wa(0)) pyry (Resy (V) € Resy (V).
In [27-29], the primitive subgroup Vp was defined as in (the first part of)
Definition 2.4(iii) above. Taking k-points in (ii) or (iii) gives (2.7).

When k =TF,, let V; := Vqu.

Next, we continue the examples in §2.1.1 and §2.1.2. With notation D, L, G,
o, E as in §2.1.1 and §2.1.2, let ' = L. Then d = 2, Ny jp = 1, $4(0) =
o+ 1=Nyp;, and ¥y(0) =0 — 1.

2.2.1 (Gy,)p with quadratic L

Let V = G,,. We continue the example in §2.1.1. Recall that Res}(G,,) is the
variety R in §2.1.1. The image of o under (2.8) is o7/, € Endi(R) defined

by 01/k,G, (T1,Z2,Yy) = (21, —22,y). Further,
Dy(0) = (NL/k)L/k,Gm = (o + 1)L/k,¢;,m R— R

is given by

1

1 2 2
(x17x27 2 2) = (xl - ‘D‘/E2707 m)7

./I/‘]_ - DZL‘2

Rik/kGn : B — Gy, is given by
1 1
(21,72, — — (23 — D3, 5

xl—Dmg) ml—Dx%)’

and (Nz/k - Va(0)) /b6 = (0 — D)ijkg,, : R — R is given by

2 2
(CCl,l'Q, 2 ! 2) = (x; ha ng? ;2$1x227 1)
x7 — Dx5 x7 — Dx5 x5 — Dxj

Then (Gm)L = (0’ - 1)L/k,Gm(R) = ker((a + 1)L/k,Gm)7 and (Gm)L is the
subvariety of R C A3 defined by 2?2 — Dx3 = 1 = y. In particular, its k-points



are the norm one elements of L. In [30], (G,,)., is called Ty x, and is called T
in [29,30] when the fields are finite.

2.2.2  Ep, with elliptic curve E and quadratic L

We continue the example in §2.1.2. We saw that Rest(E) = (E x E(P)/T.
The image of o under (2.8) is

ormp € End(E x ED)/T),  oppp(P,Q) = (P,~Q).

The natural inclusions of E and E®) in E x E®) induce injective maps from
E and EP) into (E x E)/T. It is now easy to check that the image of EP)
in (E x EP)/T is both ker((c + 1) xp) and (0 — 1) u((E x EP)/T).
Thus E;, = EP)| by Definition 2.4(i), (ii), (iii), or (iv)(a).

3 General constructions of 7 ®p V'

In this section we state two definitions of a tensor product Z ®e V' that were
given in [23], and give some examples. The varieties V in Definition 2.4 above
are special cases of Z®p V', as we will discuss in §5 below. Theorem 3.2 states
some useful properties of these tensor product varieties; in particular, Theorem
3.2(ii) motivates the notation Z ®o V.

Let ks denote a separable closure of the field k, and let G, = Gal(ks/k).

From now on, suppose that V' is commutative algebraic group over k, O is a
commutative ring, 7 is a free O-module of finite rank with a continuous right
action of Gy, and there is a ring homomorphism O — End (V). We view O
as a free rank one O-module with trivial Gi-action. The reader can choose to
restrict to the case O = Z for simplicity; an example with O # Z will appear
only in §3.1.3 below.

3.1 Definition and examples of T ®p V'

Definition 3.1 Let r be the rank of T as an O-module, and fix an O-module
isomorphism j : O" = T. Let ¢ € H'(k,Auty (V")) be the image of the
homomorphism (v — j~' o 37) under the composition

H'(k,GL,(0)) —— H'Y(k,Auti(V")) —— H'(k,Auty (V"))

I I
Hom(Gy, GL,(0)) Hom(Gy, Aut, (V"))

10



induced by the homomorphism O — Endy (V). Let T @0 V' be the twist of V"
by the cocycle cz, i.e., T @V 1s the unique commutative algebraic group over
k with an isomorphism ¢ : V" =T R0 V defined over kg such that for every
v E Gk;

cr(y) = ¢~ 0. (3.1)

(See Corollaire to Proposition 5 on p. 131 in §I1I-1.3 of [33], or §3.1 of [39],
for twists of algebraic varieties.)

Note that the twists considered here and in [23] do not include all twists of
V in the usual sense; that would require taking elements of H*(ks, Auty, (V"))
rather than H'(k, Auty(V")).

3.1.1 Powers

Powers of V' are a special case of Z ®p V, namely, take Z = Z" (with trivial
Galois action), and let j be the identity map on Z". Then the cocycle ¢z is
trivial, and we can take ¢ to be the identity map on V", so Z" ®7, V = V". In
particular, V =Z ®z V.

3.1.2  Restriction of scalars

If L/k is a finite Galois extension with G = Gal(L/k), then (see Proposition
4.1 of [23))
Z[G] @7V = Resg (V).

To see this, define j : Z% = Z[G] by (ag)gec — Y 4ec g9~ " By Definition
3.1, j induces an L-isomorphism ¢ : V¢ = Z[G] ®z V. Composing ¢~ with
the projection V¢ — V onto the component corresponding to the identity
element of G gives a homomorphism 7/, : Z[G] ®z V — V that satisfies the
universal property for Resk (V).

3.1.83  Tuwists of abelian varieties

Let p, denote the group of n-th roots of unity in @, and let ¢, denote a
generator of p,,.

Suppose A is an abelian variety over a field & and p,, — End(A). Suppose
X : Gy — p,, is a homomorphism. Let O = Z[(,] — End(A), and let Z be a
free rank one Z[(,,]-module with Gy-action defined by o = x(7)-a for v € G,
and « € Z[(,]. Then the cocycle ¢z of Definition 3.1 is x ™!, and Z ®p A is
the twist of A by the character x~!. In §3.1.4, we give details in the case of
quadratic twists of elliptic curves (see for example §X.2 of [35]).

11



In §3.1.4 and §3.1.5 below, use the notation in §2.2.1, §2.2.2, §2.1.1 and §2.1.2.
Then L/k is quadratic. Let

Xz Gy — {£1}

be the quadratic character that factors through G = Gal(L/k) and let 7 be
a free rank one Z-module with Gy-action defined by a” = x(y) -a for a € Z
and v € Gy. Fix a generator a of Z, and define j : Z = 7 by n — na. For
v € Gy, and n € Z we have j 1077 (n) = x(7) - n.

3.1.4 Quadratic twists of elliptic curves

Continuing with the example in §2.2.2 and §2.1.2, and using the above no-
tation, we use Definition 3.1 with V' = FE to compute Z ®7 E. We have
cz(y) = xp(y) = ¢! o ¢7 with the isomorphism ¢ : E = E(P) of (2.4).
By Definition 3.1, T @z E is EP), the twist of E by the quadratic character
XL-

3.1.5 Quadratic twists of G,

Continuing with the example and notation in §2.2.1 and §2.1.1, and using the
above notation, we use Definition 3.1 with V' = G,,, to compute Z®7;G,,,. Using
the variety (G,,)r, of §2.2.1 and the isomorphism ¢ : G,, = (G,,), defined by

rt+y r—y

2 ’2\/5’)

(whose inverse is the map (a,b,1) — a + bv/D), we have cz(y) = x(y) =
¢ Lo . Thus, Z ®7G,, is (G,,)r.

(z,y) = (

3.2 Properties of T Qo V

The next result gathers together a number of results from [23].

Theorem 3.2 The variety T ®o V' is a commutative algebraic group over k
such that:

(i) T ®oV is functorial in both V and T.
(i1) For all commutative k-algebras A and all Galois extensions F of k for
which G acts trivially on T,

(IR0 V) FerA) 2T R0 (V(F®pA))

12



and
(T ®o V)(A) = (T o (V(F @ A)) %7

where the right hand sides are the usual tensor products of O-modules.

(i11) If W is commutative algebraic group over k and J is a free O-module of
finite rank with a continuous right action of Gy, then there is a natural
G-equivariant O-module isomorphism

HOII]@(I, j) ®(9 HOIl’lkS (‘/, W) = Homks (I ®(9 ‘/, j ®(9 W) (32)
that restricts to a homomorphism of O-modules
Homo,)(Z, J) ®o Homy(V, W) — Homy(Z @0 V, T @0 W).

(iv) If F/k is separable, J is a free O-module of finite rank with a continuous
right action of Gy, and Z and J are isomorphic as O|Gp]-modules, then
the commutative algebraic groups T Qo V and J ®o V' are isomorphic
over F'.

(v) If F/k is separable and G acts trivially on I, then T @0 V' is isomorphic
over F to Vranko(T),

(vi) If
0—7Z —J—K—0

1s an exact sequence of free O-modules of finite rank with a continuous
right action of Gy, then the induced sequence

0 — IRV —>T®R0V —KRoV —10
15 an exact sequence of commutative algebraic groups over k.
(vii) If T, T, ..., T are free O-modules of finite rank with a continuous right
action of G, and T ®7 Q = @!_(T; ®2 Q) as O[Gy|-modules, then

I ®0 V is k-isogenous to ®t_(J; @0 V).

PROOF. See Lemma 1.3, Theorem 1.4, Corollary 1.7, Corollary 1.9, Theo-
rem 2.1, Lemma 2.3, and Corollary 2.5 of [23]. Note that (vi) and (v) follow
from (iv), which follows from (iii), which essentially follows from (i). O

Theorem 3.2 can be used to show (2.5), (2.6), and (2.7) above (see [23]). We
show how this is done in §5, after defining Z[G]p.

If f € Homp(Z,J) and V =W, let

fr € Hom(Z ®o V, J ®o V) (3.3)
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denote the image of f®idy under (3.2). When O =7,7 = J = Z|G],V =W,
and f € Endyq,)(Z[G]) = Z[G], then the map

Z[G] — Endg(Resf(V)),  f+— fv (3.4)

is the map (2.8).
3.8 An alternate definition of T Qo V'

As in the Appendix to [23], if O is a commutative noetherian ring, then even if
the Gy-module and finitely generated O-module Z is not a free O-module, one
can define a tensor product Z ®p V' that coincides with the above definition
where both make sense, as follows.

Definition 3.3 Take an O[G]-presentation of Z, i.e., an exact sequence
0[G]* X O[G]) — T — 0 (3.5)

of O[G]-modules. Then T ®o V' = coker(yy).

4 Decomposition of group rings

The decomposition of the restriction of scalars Resk (V) into primitive sub-
groups arises from a decomposition of the group ring Q[Gal(L/k)] into a direct
sum of irreducible rational representations. See [32], especially exercise 13.1.

Suppose G is a finite abelian group. We will consider the group rings Z[G|,
Q[G], and C[G]. Lemma 4.2 below gives the decomposition of Q[G] and some
properties of its constituent pieces Z|G|y ®7 Q. In §5 we will see how to use
Lemma 4.2 to obtain the properties of Resf (V) and its constituent pieces Vi
that were stated in §2.2.

We begin by decomposing C[G]. Let G be the character group of G, i.e., the
set of homomorphisms from G to C*. For x € G, let

geG geG

Then:
2 _
® ¢ =¢,

o eey, =0if x #,

14



e > e, =1 (the identity element of G),
xe@

e ¢,C[G] = ¢,C, a one-dimensional C-vector space,

o ClGI= ) (ex - C[G]) = @ (ey- C[G]) = @ e, C.

xed x€G xX€G

A problem with decomposing Q[G] or Z[G] is that x(g) is not necessarily in
Q, so the idempotents e, are not necessarily in Q[G]. One therefore needs to
consider a sum of e, s, corresponding to an irreducible rational representation

of G.

Lemma 4.1 Let Cg be the set of subgroups H of G such that G/H is cyclic,
let Rg be the set of irreducible rational representations of G, and let X¢g be
the set of Gg-orbits of G, where Gg = Gal(Q/Q). Then Cg, Rg, and X¢ are
in natural one-to-one correspondence.

PROOF. If H € Cg, let Yy := {x € G : ker(x) = H} € X¢. Conversely,
if Y € Xg, let Hy := ker(x) for any x € Y; then G/Hy = x(G), a fi-
nite, and therefore cyclic, subgroup of C*, so Hy € Cq. If Y € Xg, then
ey ey € Q[G], and the action of G on -, ¢y (ey)Q[G] is an irreducible ratio-
nal representation py of G, so py € Rg. Conversely, if p € Rg, decompose p
over C into a direct sum of characters of G. Since p is rational and irreducible,
this gives a single Gg-orbit Y, of G. O

If H e Cg, let
eg — Z €x € Q[G]
XEYH
Then:
* i =ep,

e ey en, =0if Hy # Hs, and
° ZHE(;G eg = 1.

Let Q[Glg = em - Q[G], a simple Q[G]-submodule of Q[G]. Then Q[G]y is
the unique irreducible rational representation of G contained in Q[G] whose
kernel is H, and

QG = & (en-QG)) = @ Q[G]a. (4.1)

HeCq HeCq

Let



and let

Np=Sh.

heH
Since Z[G] g is a submodule of Z[G], it is a free Z-module.

Lemma 4.2 Suppose G is a finite abelian group, H € Cq, 0 € G is such that
oH is a generator of G/H, and d := |G/H|. Then:

(1) Z|Gly = Ny - Wa(0) - Z[G] = Zlz]/(Pa(z)),
(i1) Z|G]lg ®7Q = Ny - U4(0) - Q[G] = Q[Gln,
(ii1) rankz(Z[G]u) = ¢(d),
(iv) ZIGl©z Q= Q[G] = & (Z|G]ln ®2Q),

HeCq

(v) Z|G)) ® Z[G)y is killed by |G].

HeCg

(vi) If further G is cyclic of order n and o generates G, then viewing ®4(0) €
End(Z[G]) we have

ZIGly = U, 4(0) - Z|G] = ker(®y(0)).

PROOF. Let =Ny - Uy(0). For x € G, if ker(x) = H then e, - - C[G] =
ey -C =e,-ey-C[G], while if ker(x) # H then e, -3-C[G] =0 = e, -ey-C[G].
It follows that - C|G] = ey - C[G]. By linear algebra,

3-Q[G] = en - Q[G] = QG- (4.2)
By inspection, NgyQ[G] N Z|G] = NyZ[G], and it follows that Z|G]|/NyZ[G|

is a torsion-free Z-module. The map

7wy NyZ|G] = Z|G/H], Ny > agg— > ag(gH)

geG geG
is an isomorphism of Z|G]-modules that induces an isomorphism
NuZ[G]/BZIG] = Z|G/H]/Va(o H)Z|G/H] = Zlz]/(Va(2)),

and the latter is a torsion-free Z-module since ¥ 4(x) is monic. From the exact
sequence

0 — NyZ[G]/PZ|G] — Z|G]/FZ|G] — Z|G])/NyZ|G] — 0

it follows that Z[G]/FZ]G] is a torsion-free Z-module, and now (4.2) gives that
B - Z|G] = Z|G]y. Further, via 7y,

BLIG] = Va(oH)Z[G/H] = Wy(x)(Z]z]/ (2" = 1)) = Z[z]/(Da(x)),
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and we have (i) and (ii). Since rankz(Z[x]/(®4(x))) = ©(d), we have (iii). Now
(iv) follows from (4.1) and (ii). If o € Z[G], then

IGl-a= > ep|Glae & Z[Gg.

HeCq HeCg

Thus
|G| - Z|G] C HEBC Z|Gly C Z|G] (4.3)

and (v) follows.

Suppose G is cyclic of order n with generator o, and view Z[z|/(z" — 1) as a
G-module with o acting as multiplication by x. Since

Upa(r) = (142 + 22+ 4+ 2" Wy(2)
we have ¥, 4(0) = NgWUy(0). By (i), we have Z|G|g = V¥, 4(0)Z]G]. Since the
latter is isomorphic to ¥, 4(z)(Z[x]/(z™ — 1)), which is the kernel of multipli-

cation by ®4(x) in Z[z]/(z™ — 1), it follows that U,, 4(c)Z[G] is the kernel of
multiplication by ®4(c) in Z[|G]. O

5 Primitive subgroups, revisited

Suppose that L/k is a finite abelian extension, G = Gal(L/k), k C F C L,
F/k is cyclic, d = [F' : k], and H = Gal(L/F). Let
Suppose that V' is a commutative algebraic group over k. Viewing Z[G]r as a

Gr-module, then Z[G]r®7V (as defined using Definition 3.1) is a commutative
algebraic group over k.

Suppose k C M C F. Letting

Riyaage  ZIGal(F/R)] — ZIGal(M/K)]
be the natural projection map, then the map

Rk € Homy(Resy (V), Resy! (V)

defined in (2.9) is the same as the map (Rp/nyk)v obtained from Rp/a/, via
(3.3) (with O = Z, T = Z|Gal(F/k)], and J = Z|Gal(M/k)]).
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Proposition 5.1 With notation as in Definition 2.4, parts (a) and (b) of
Definition 2.4 (iv) are equivalent, i.e.,

ZIGlr @2V = Brwv(Resk(V))

where § =N p - Vq(o) € Z[G].

PROOF. Lemma 4.2(i) gives a diagram

0—=ker(8) —Z[G] —2> Z[G]p —>0.

RN

Z[G]

Since ker(f3) C Z[G], ker(() is torsion-free, and is thus a free Z-module. By
Theorem 3.2(vi), there is an induced diagram

0——=ker(0) ®z V—>Resﬁ(V)ﬂ>Z[G]F ®z V—=0

T

Resf (V)

which shows that Z[G]r ®7 V = Bv(Resg (V) = Brkv (Resg (V). O

We can now show (2.6) and (2.5).

Proposition 5.2 Vp is isomorphic over F to V¥4,

PROOF. Since Z|G]F is a free Z-module of rank ¢(d) and G acts trivially
on Q[G]r, we have Z[G]r = Z¢Y as Z|Gr]-modules. The result now follows
from Theorem 3.2(v).

Proposition 5.3 The algebraic varieties Rest (V) and @ Vi are k-isogenous,
kCFCL
F/k cyclic

via isogenies whose kernels are killed by |G)|.

PROOF. Apply Lemma 4.2(iv),(v) and Theorem 3.2(vii) with O =Z, T =
Z|G], and {J;} = {Z|G]r}. The inclusions (4.3) induce a sequence of isogenies

Resf (V) — @ Vp — Resp(V)
kCFCL
F/k cyclic

whose composition is raising to the power |G|. O
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Suppose G is generated by o, ¢a, ..., g, where go,..., g, € H. Then (3.5) with
O =7 and Z = Z|G]F can be taken to be

Z|G)* — Z|G] — Z|G]r — 0

where the first map is defined by (aq,...,a,) — a1 ®u(o) + 3¢, ai(gi — 1)
and the second is multiplication by Nz ,pW4(0).

Note that ¥, (z) =1 and ®,(x) = x — 1, so Z|G], = Ny, - Z, a free rank one
Z-module with trivial Galois action, and

Vi =V =Z|G)k @2V = ker((0)x/nv) = (NL/k)V(Resﬁ(V)).

In the following subsections we give some special cases of primitive subgroups.

5.1 Trace zero subgroups

Suppose d = [F': k] is prime. Then (by Definition 2.4(ii) or (iii)) Vp is the norm
one subgroup of Res, (V) if the group law on V' is viewed multiplicatively, and
is the trace zero subgroup when the group law is viewed additively. Further,
Res; (V) is k-isogenous to V x Vp.

Trace zero subgroups of the restriction of scalars for abelian varieties appear
in [8,19].

5.2 Decomposition of Rest(G,y,)

Continuing the example in §2.1.1, where L/k is quadratic and Rest(G,,) =
R C A%, we can give the decomposition of Rest (G,,) into G, x (G,) (up to
isogeny) explicitly. The homomorphism

G X (G — Resﬁ(([}m)7 ((z,y), (a,b,1)) — (za,zb,y*)

has kernel {((1,1), (1,0,1)),((=1,—-1),(—=1,0,1))} of order 2. Composing, in
either order, with the homomorphism

Resé(Gm) - Gm X (Gm)L7 (1’1, T, y) = <<y717 y)> ((l‘% + Dx%)ya 21’11‘2y, 1))

gives the squaring map.
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5.8  Quadratic twists of elliptic curves

Quadratic twists of elliptic curves are examples of both twists of abelian va-
rieties and primitive (in fact, trace zero) subgroups. We continue with the
example and notation of §3.1.4. Then

Z[Gly = Ny Wi (0)Z[G] = (0 + 1)Z = ecQ[G] N Z[G],
Z|G|L = Uy(0)Z[G] = (0 — 1)Z = e11Q[G] N Z[G],
free rank one Z-modules, and Gi-modules with v € Gy, acting on Z[G], (resp.,

Z|G|y) as multiplication by xr(y) € {£1} (resp., trivially). (Note that eq =
ey, With xo the trivial character, and ey = e,, with x;(0) = —1.)

We saw in §3.1.4 that Z[G], ®z E = EP). Similarly, Z[G], @z F = E.

Next we check that Definition 3.3 gives the same answer for Z[G|, ®z F.
Consider the presentation

7l¢] =% 7] =% 76, — 0.
Since the sequence

(c+1)m (c-1)E

(E x EP)/T (E x EP)Y/T ED®)  ——= 0

is exact, there is a natural identification of E®) with coker((c + 1)g), as
desired.

Similarly, considering

(Ufl)E (O’+1)E

(E x EP)Y/T (E x EP)Y/T E — 0
identifies £ with coker((c — 1)g), as desired.
To summarize,

Er = FE =ker((c — 1)g) = coker((c — 1))
= (o + )p((B x BP)/T) = Z|Glx @z F,

Ep = EP) =Xker((o 4 1)g) = coker((c + 1)g)
= (0 = 1)p((E x E)/T) = Z|G], @2 E.

The maps
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where the right-hand map is a — ((1 + 0)a, (1 — o)) so the composition is
multiplication by 2, induce isogenies

Eyx B, = Ex EP) = Resk(E) = (E x EP)/T — E x EP),

where the left isogeny is the natural quotient map and the right isogeny and
the composition are multiplication by 2.

5.4 Algebraic tori

In this section, V' = G,,.

Proposition 5.4 Suppose k =F,, L = F4n, d is a divisor of n, and F' =Fga.
Then:

(1) (Gm)r(k) € F*,
(ii) the group (Gp,)r(k) is isomorphic to the subgroup of F* of order ®4(q),
(i17) if v € (G,)rp(k) € F* and v has prime order not dividing d, then for all
proper intermediate fields M (i.e., k C M C F'), we have v ¢ M.

PROOF. Part (i) follows from Definition 2.4. If 0 € G = Gal(F/F,) is the
map x — x9, then the map

Z[G] — Endi(Resf (G,,))
of (3.4) or (2.8) sends "= a;0" to the map that takes v to v2-%4". Further,
(G)r(F,) = ker(®y(0)1/nc,,) = ker(v — v®a@),
which is the subgroup of Fy, (and of Fy;.) of order ®,4(g). For (iii), see Lemma

lof[1]. O

Note that if 7 is a free Z-module of finite rank with a continuous right action
of Gy, then 7 ® G,, is the algebraic torus whose character module

Hom(Z @7 G, G,,)

is Hom(Z,Z) (see Example 6 in §3.4 of [39] or Corollary 1.10 of [23]).
5.5 Algebraic tori over finite fields

The primitive subgroup (G,,)r , was denoted T, in [27-30].

qd
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Write (G )a == (G )r with F' = Fga. By (2.5) and (2.2), F%. can be viewed as
“almost isomorphic” to @(G,y,)4(F,), and therefore cryptography in F, can
din

be reduced to cryptography in primitive subgroups (G, )q(F,) for the divisors
d of n. Proposition 5.4(i) implies that attacks (e.g., index calculus attacks)
on the discrete log problem in IFqu give attacks on the discrete log problem in
(Gm)a(F,). Proposition 5.4(iii) tells us that to attack the primitive subgroup
(Gyn)a(FF,) via an attack that requires using the full multiplicative group of
a finite field, no proper subfield of . suffices. It is in this sense that the
subgroup (G, )n(Fy) of Fr (= Gp(Fyn)) of order @,(q) is often thought of
as the most cryptographically secure primitive subgroup. More generally, one
can argue that when V' is a commutative algebraic group over F,, then it
makes sense to think of V,,(F,) as the most cryptographically secure primitive
subgroup of V/(Fn).

5.6 An example with n = 6

Suppose G is a cyclic group of order 6. For d = 2, 3, let H; denote the subgroup
of G of index d (and order 6/d). Then

dimg(Q[Gle) = ¢(1) = 1 = ¢(2) = dimg(Q[C]m,),
dimg(Q[Glr;) = ¢(3) = 2 = ¢(6) = dimg(Q[GTy).-

Let (s = (1++/=3)/2 and ¢ = (2 = (=1 + v/—3)/2. Then
Q[Gle = eq - Q = eq - Q[G] = V4,1 (0)Q[G]
where eq = (1 + 0402 +0° + 0" + 0°) = 1 U1 (0);
QGln, = en, - Q= en, - Q[G] = V4,(0)Q[G]
where e, = g(1— 0+ 0% — 0% + 0% — 0°) = =2 Ug,(0);

Q[Glu, = en, - Q[G] = V¥6,3(0)Q[G]

where e, = €y, +e,2 =

1
6[(1 + (30 + CGo? 4 0% + (ot + G+ (1 + Go+ Go* +0° + Got + (30°)]

1 1
= 6(2 —0—0*+20° — 0" - o) = _6\116’3(0)(0 +2);

Q[G]1 = e1 - Q[G] = ¥6,6(0)QIG]
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where e; = e, + €yt =

é[<1+<60+<302—03—4604—c§a5>+(1+<6‘lo+<6‘202—03—46‘104—@205)]

1 1
= 6(2 +o—0*=200 -0 +0%) = 6\116’6(0)(0 —2).

Then
ZIGlg =961(0)Z|G) = (1 + 0+ 0%+ 0%+ 0* + 0°)Z|G] = ker(o — 1),
ZIGlg, = Y62(0)Z|G) = (-1+ 0 — 0?4+ 0® — 0* + 0°)Z|G] = ker(o + 1),
ZIGlg, = Y63(0)Z[G) = (-1 + 0 — 0%+ 0)Z|G] = ker(c? + 0 + 1),
Z|Glpy = V6(0)Z[G] = (-1 — 0 + 0% + 0*)Z[G] = ker(c? — 0 + 1).

(The fact that o £+ 2 is invertible in Q[G] follows from the fact that, after
extending x to a ring homomorphism y : C[G] — C, then a € Q[G] is a unit
if and only if x(«) # 0 for all x € G.)

If V is a commutative algebraic group over a field k£ and L is a cyclic degree 6

extension of k, for d = 2,3 let F; denote the degree d extension of k in L and
let G = Gal(L/k). Then

Z[G]Fd - Z[G]Hd = ker(NFd/k)7

Z[G]L = Z[G]{l} = ker(NL/FQ) N ker(NL/FS),
Vi =V, and Vp, is the quadratic twist of V' with respect to F.

If k = F,, then Vi, = ker(¢> — ¢ + 1) = ker(®4(g)), the subgroup of F; of
order ®g(q). The cryptosystem CEILIDH [27] is based on this variety, while
XTR is based on a quotient of V7, by an action of the symmetric group Ss (see
[27-30]).

6 Open questions and future directions

To do efficient discrete log cryptography in V (F,»), where V' is a commutative
algebraic group over IF,, we saw above that one can reduce to considering the
subgroups Vy(F,), where d is a divisor of n and V; is Vp with F' = F,a. It
makes sense to think of V,, as the most cryptographically secure of the subva-
rieties Vy, thereby reducing to the case of V. Since dim(V},) = ¢(n) dim(V),
in the case where dim (V') = 1 (let’s restrict to that case), to obtain the great-
est efficiency one would like to represent the elements of V, (F,) using only
©(n) elements of . In other words, one would like a low degree compression
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map V,,— - >A¥(® defined over F,, where A" is affine space of dimension 7,
along with an efficiently computable decompression function. (We allow the
compression and decompression maps to be rational maps, defined only on a
Zariski open subset.)

This is done in [26] when V is an elliptic curve F and n = 3 or 5, with
morphisms E, — {0} — A?™ of degree 8 and 54, respectively (for n = 2 or
1, it is easy to do with a degree 2 map). For larger primes n, it is not known
how to efficiently decompress elements of F#™ (the method in [26,34] gives
a compression function for which the degree has not been computed, and for
which no efficient decompression algorithm is known).

When V = G,,, a trace map is used to give a degree 2 morphism (G,,), —
A¥(™) when n = 2 in [24,36,37,41,42] and a degree 6 map when n = 6 in [2,20]
(for a degree 3 map using 2 symmetric functions when n = 3, see [13]). When
V = G, a degree 1 map (birational isomorphism) (G,,),— - > A®® is given
in [27] when n = 2 or 6. Explicitly (see [27,29]), for n = 2 we have

1+a
b 7

(Gm)Q_ -=Al ) <a7 b7 1) =

with inverse map « +— (szg, affD, 1). Via this map, the group law on (G, )2

induces an operation a * 3 = (af 4+ D)/(a + ) on (most of) A! (undefined
where a = —f3).

According to Voskresenskii [39], when V' = G,, one should (at least gener-
ically) expect a degree 1 map for each positive integer n, i.e., a birational
isomorphism between (G,,),, and A?™ defined over k. (Conjectures that cer-
tain symmetric functions should give dominant maps of low degree were given
in [1], but counterexamples to these conjectures were then given in [27].) The
next interesting case (because n/p(n), which measures the security per bit, is
larger than for the case n = 6) is when n = 30. The rationality of the algebraic
torus (G,,)s0 is an open question (in characteristic zero, and over finite fields,
for example).

Another question that deserves more research is the security of cryptosystems
based on primitive subgroups V,,, or the essentially equivalent question of the
security of discrete log cryptography over extension fields Fy» when n > 1. In
the abelian variety (or elliptic curve) case this is studied in [11], while the G,,
case is studied in [14]. In addition, Joux et al. [17,18] recently obtained variants
of the function field and number field sieve that have implications for the
security of the discrete log problem for abelian varieties in low characteristic,
and for (G,,)s0 over IF, when, for example, ¢ is a 32-bit prime. We encourage
further study of the security of cryptosystems based on primitive subgroups.

We also raise the question of finding other applications for varieties Z ®¢ V,
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in cryptography or elsewhere, including considering other group varieties V'
and/or other Gy-modules 7.
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